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Installation

Installation

Insert SIM card into the Turbo
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1.0pen the SIM lock
2.Insert the SIM card
3.Close the SIM lock

Insert Turbo into the mobile phone

Insert Turbo into the SIM card slot



Installation

Warning
The memory card should not be removed when the mobile
phone is on. It can lead to corrupted file system.




Introduction

Introduction

Turbo is a mobile phone accessory allowing to use
applications on any SIM Toolkit enabled mobile phone -
almost any phone produced since 1999. This technology is
used by operators to provide applications running on SIM
cards, for example GSM banking or information services.

With Turbo inserted in the mobile phone there is a new
menu item Turbo containing following items:

SIM Applications
Setup

Secrets

Crypted SMS
SMaSks

On Display

SMS Archive
Reader

The item SIM Application is optional and is offered only in
case there are default SIM Toolkit applications available on
the SIM card. The label of this item depends on the SIM
card provider (operator).

The Setup item allows to control Turbo itself, e.g. to
manage (load/remove) applications.

The other items are the applications themselves, in this
case e.g. Secrets, Crypted SMS, SMaSks, etc.



Introduction

Setup
The Setup item contains following submenu:
Applications
Language
Turbo SMS
Advanced
About

Applications

Applications item is used for management of applications
— loading and removing them from internal memory of
Turbo. Applications are loaded from the removable memory
card, so the memory card containing applications has to be
present.

By selecting the application file on the memory card the
application is installed into the internal memory. The
application does not have to be started, it is running
immediately and is ready to use even after mobile phone
restart.

By removing the application it is deleted from the internal
memory of Turbo.

Warning

For installation of application the removable memory card
containing the application file is necessary. The memory
card included in the original package contains the
application files for possible reinstallation.

Language

The user interface is localized and user can choose

10



Introduction

between English and Czech languages. In case of
Automatic the language follows the SIM setting.

Turbo SMS

The term Turbo SMS describes special type of data SMS
that can be used by applications for communication, e.g.
one application sends another application in different Turbo
question with the ,\Where are you?“ meaning.

Access
PID
Autodelete n7F

Access

To guarantee privacy the user can control Turbo SMS
access to the application (e.g. answering the location
question) — specify who's questions (what phone numbers)
will be processed.

It is possible to Block application entirely, allow access to
Everybody or to selected users only.

PID

The PID item is used for setting the PID parameter of Turbo
SMS. This parameter describes the type of the message,
e.g. text messages have PID equal to zero while Turbo
SMS use PID 0x7F (hexadecimal). Because some
operators may block the Ox7F PID use it is possible to
overcome such limitation by setting PID to zero and
emulate Turbo SMS by standard text messages.

The default setting is PID Ox7F.
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Introduction

Note
The user will use this setting only in case of network
(operator) blocking the PID 0x7F usage (probably never).

Autodelete n7F

The item Autodelete n7F controls whether incoming Turbo
SMS emulated by standard text messages should be auto
deleted automatically.

Advanced

The menu Advanced contains options for rarely used
operations:

Lock Apps
Reset Default

Lock Apps

This option for application locking can be used in a security
sensitive environment. By locking the loading of any
(possibly hostile) application there is no way how to get
access to internal memory and data. This setting also
blocks the removing of installed applications.

For unblocking the Reset Default has to be used. This
option deletes all applications.

Reset Default
This option removes all applications from Turbo internal
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Introduction

memory and resets the factory defaults.

Warning

By using the Reset Default all applications installed in the
internal memory will be deleted and in case of applications
using internal EEPROM memory the data will be deleted

as well. Applications have to be reinstalled from the
memory card.

About

Displays firmware version and serial number.
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Turbo PIN

Turbo PIN

Applications are started immediately after user PIN is
inserted. In case there would be some application having
initialization problem there exists the emergency Turbo PIN
allowing user to reset Turbo into the factory defaults and
remove all applications from Turbo internal memory. This 8
digit number Turbo PIN can be inserted instead of user PIN
for unlocking the SIM card.

The Turbo PIN is Turbo unique and it is included in the
original package.

Warning

By using the Turbo PIN all applications installed in the
internal memory will be deleted and in case applications
using internal EEPROM memory the data will be deleted
as well.

Applications have to reinstalled from the memory card.
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Applications

There are several applications coming preinstalled:
. Secrets — secure encrypted store for private information

. Crypted SMS - communication via strongly encrypted text
messages

. Masked SMS - substitution of text messages stored on
SIM card by different user defined text (mask)

. On Display — sending of text message on display of
mobile phone

. SMS Archive — store and organize text messages on
removable memory card

. Reader — reading of structured texts from memory card

SIM Applications
Setup

Secrets

Crypted SMS
SMaSks

On Display

SMS Archive
Reader

Applications SMS Archive and Reader require the
memory card and are offered only in case it is inserted.

Please note that the source code of all applications is
available freely on www.bladox.com. We welcome any
feedback on features and ideas you would like to see in
future versions.
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Secrets

Secrets

The Secrets application can be used for storing private
sensitive information (passwords, PINs, bank accounts,
etc.) in secure manner. The information is stored in the
internal memory of Turbo encrypted by strong 128 bit
Twofish cipher in CBC mode.

The access to the information is protected by alphanumeric
password that can be 17 characters long.

Unlock

The first step is to enter the key (password):
Key:
adgjmptw

The initial key is set to adgjmptw

In case of correct key the following menu appears:

Key
New Secret

The access key can be changed by selecting the item Key.
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Secrets

New secret

A new secret is created with the help of New Secret item in
two steps:

1.Enter name (label):

Name:
My weight

2.Content of the secret:

Enter Text:
70 kg

The result is the new secret My weight in the main menu:

Key
New Secret
My weight

Security note

In the internal memory only the content of the secret is
encrypted (i.e. 70 kg in our example), the name is left plain
text.

Every secret can be Viewed, Edited and Deleted.
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Crypted SMS

Crypted SMS

Encrypted messages can be used for SMS protected
communication against interception.

In the main menu Turbo -» Crypted SMS there are two
main options:

1.Send encrypted SMS

2.Unlock application

In case there are encrypted messages stored on the SIM
card they are listed bellow. Messages are labelled by the
sender (either phone number or name if known) and are
ordered by time with the newest are on top.

Example:

Send Crypted
Unlock
+12345678
John

where +12345678 and John are encrypted messages.

Lock/Unlock application

The application allows to manage secret keys for message
en/decryption. The keys are associated to the phone
numbers and simplify usage of encrypted messages.

In case of unlocked application these keys are used for
reading and sending encrypted message to appropriate
phone number.

In case of locked application it is necessary to enter the
secret key for every access to the encrypted message and
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Crypted SMS

also for sending the message.

The default key for application unlocking is adgjmptw

After unlocking the item Unlock is changed to Lock and
new item Keys is visible.

Send Crypted
Lock

Keys
+12345678
John

Key management

The encrypted messages are protected by secret keys
negotiated between communicating parties. These keys are
used for enciphering the text with the strong 128 bit Twofish
cipher in CBC mode (i.e. two same messages encrypted
with the same key look different).

To simplify the encrypted SMS communication the
application provides management of the secret keys. These
keys are internally stored encrypted by the unlock key (main
key).

Main Key
New Key

The Main Key item allows to change the application unlock
key.
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Crypted SMS

The New Key item is used for creation of a new secret
communication key associated to the phone number. It is
inserted in two steps:

1.Phone number

2.Secret key

The result is the new menu item, e.g. John:

Main Key
New Key
John

Every secret key can be Viewed, Edited and Deleted:

View
Edit
Delete

Sending encrypted message

The sending of encrypted message is similar to sending of

a standard text message.

Selected by Turbo -» Crypted SMS -» Send Crypted

consist of two or three steps:

1.Enter message text

2.Select recipient

3.Enter key for message encryption. This step is omitted in
case the application is unlocked and there exists secret
key associated to given recipient.

The encrypted message can be 136 characters long.
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Crypted SMS

Answering encrypted message

To reply the encrypted message with encrypted answer
select the message in the main menu:

Send Crypted
Lock

Keys
+12345678
John

By selecting the message, e.g. John there appears two
options:

View
Reply

Selecting Reply leads to entering the answer text. In case
the application is locked or there is no secret key available
for the given phone number the user is prompted for the
key.

Deleting message, Answering plain text

The encrypted messages are stored on the SIM card as any
other text messages. To delete the message or answer with
plain text (unencrypted) use the standard mobile phone
interface for messages.
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Masked SMS

The purpose of Masked SMS application is the protection
against unwelcomed reading of text messages stored on
the SIM card. Instead of locking the reading of the
messages (which can be done by locking up the whole
mobile phone) its goal it to calm down possible reader by
showing different fake text — mask.

Application is selected by Turbo -» SMaSks:

Send Masked
Unlock

Send Masked

The Send Masked item can be used for sending text
message that is guaranteed to be stored on SIM card of the
recipient (and not into the memory of the mobile phone). By
storing message on SIM card the application can mask the
message.

Note
This is not the case of N3310 mobile phone, which does

not have internal memory for SMS, i.e. every message is
stored on SIM card.
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Masked SMS

Unlock

The Unlock item allows the user to manage the masks. Itis
important to note that the application is designed that the
unwelcomed reader has no way how to recognize that the
application is running and that some messages can be
fakes. Hence the application does not complain about
wrong key, but always shows following menu instead:

Send Masked
Lock

Masks

New number

New masked number

The New number items allows to enter phone number that
will be masked. This number then appears in the application
menu, e.g. John:

Send Masked
Lock

Masks

New number
John

Managing masks

By selecting the Masks items it is possible to enter mask
texts used for faking the content of the incoming messages.
It is possible to have more such texts (limited by the free
memory), which are used randomly for masking messages
of given senders.

In case there does not exist any user defined mask the
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Masked SMS

standard mask text Masked message is used (that will not
calm down the attacker so create your own mask texts).

Incoming message is masked in case the phone number

exists in any locked phone number list, i.e. if the number is
listed in more lists it is always masked.
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On Display

The On Display application allows to send text message
that will be shown on the recipient mobile phone display
(sometimes called flash SMS).

Such messages are often used by operators to send e.g.
information on credit.

To send the message select the Turbo -» On Display.
The sending happens in two steps:
1.Enter text

2.Enter/select recipient phone number

and the message is send.
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SMS Archive

SMS Archive

The SMS Archive application can be used as a huge store
of text messages on a removable memory card. On the one
2MB memory card there is a space for about 7000
messages.

It is possible to have a complex structure of folders and
rules for automatic organization of incoming messages to
appropriate folders.

Activation

Selecting Turbo -» SMS Archive -» Activate turns on the
archiving and any incoming message stored on SIM card is
also stored on the removable memory card.

Activate
New Folder
Inbox

The item Activate is changed to Deactivate to turn the
archiving off.

Note

Application archives only messages that are being stored
on SIM card.
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SMS Archive

Inbox

The Inbox folder is used for incoming messages with
sender phone number that has no rules set. This folder
cannot be deleted, it is possible to delete only the
messages it contains.

Delete Messages
* John

* +12345678

> John

Messages are ordered by time with the newest on top and
are labelled by the sender. The prefix * denotes unread
message, the symbol > denotes already read incoming
message.

By selecting the Delete Messages it is possible to delete all
messages in the folder.

Note on deleting of more messages

Due required time necessary for operation it is possible to
delete max. 85 messages in one shot.

Folders

Because having many messages in one place can be
confusing the application allows to organize messages into
folders (similar to directories or folders on personal
computer).

The number of folders is unlimited (limited only by the
memory card space). Folder can have further subfolders.
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SMS Archive

New Folder

Selecting Turbo -» SMS Archive -» New Folder creates a
new folder in the application main menu. User is asked for
the name of the folder, e.g. Sweetest:

Activate
New Folder
Inbox
Sweetest

The newly created Sweetest folder contains following
menu:

New Folder
Delete Folder
Rules

Delete Messages

Compared to the Inbox folder there are the following extra
items to:

. create a new folder (subfolder of Sweetest, e.g. Lucy,
Lindsay, Lisa, ...),

. delete folder (it has to be empty),
- manage rules.

Incoming messages are ordered by time but contrary to the
Inbox folder the label is the beginning of the message.
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SMS Archive

Rules

For automatic organization of incoming messages into
folders the application provides rules. The rule associates
the phone number with (one or more) folder. The
incoming messages are stored then into the folder instead
of Inbox.

For example to set up the rule that all messages send by
Lucy will be stored into the Sweetest folder select the
Rules item in the Sweetest folder, then select the New
Rule and enter the Lucy's phone number.

The Lucy rule is created

New Rule
Lucy

The Lucy rule can be deleted by selecting the Lucy -
Delete Rule.

Messages

Messages stored in archive can be Viewed, Deleted,
Replied, Forwarded and Moved between folders.

View

Reply

Forward

Move

Delete Message
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SMS Archive

Note

The application SMS Archive is tied to the Crypted and
Masked SMS applications. In case of viewing of the
encrypted message user is either asked for key or secret
key stored in Crypted SMS is used.

Similarly in case the phone number is masked the
message text will be masked.

Move message

The Move item allows to select and move the message
between folders. Once a message is selected the new
option Drop is offered in the folder menu. By selecting the
target folder and dropping the message it is moved from
one folder to another.

New Folder
Delete Folder
Rules

Delete Messages
Drop
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DECLARATION OF CONFORMITY

DECLARATION OF CONFORMITY

Manufacturer :
BLADOX, s.r.o.
Pristavni 46
170 00 Praha 7

Czech Republic

Product :
TURBO SIM TOOLKIT ADAPTER
year of manufacture 2004

accessory for GSM mobile phone

We hereby declares that designated product is in compliance with the essential
requirements and other relevant provisions of Directive 89/336/EEC (EMC) and Directive
99/5/EC (R&TTE).

If required, a copy of the signed original declaration of conformity can be obtained by
contacting manufacturer.
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Instalace

Instalace

Viozeni SIM karty do Turba

2

e

1.0tevrete SIM Lock
2.Vlozte SIM kartu
3.Zavrete SIM Lock

Vlozeni Turba do mobilniho telefonu

Vlozte Turbo do slotu pro SIM kartu
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Instalace

Upozornéni

Pamétova karta by neméla byt vyjmuta pri zapnutém
telefonu. V pripadé vyjmuti karty za chodu maze dojit k
poskozeni soubortl.

35



Uvod
Uvod

Mobilni pfisluSenstvi Turbo umoZznuje provozovat aplikace
na libovolném mobilnim telefonu podporujicim SIM Toolkit -
technologii, kterou je vybavena vétSina telefont od roku
1999. Tuto technologii vyuzivaji mobilni operatofi pro
provoz aplikaci na SIM karté a nabizeji uzivatelim v
podobé aplikaci, jako je GSM bankovnictvi nebo informacni
sluzby.

Po vloZeni Turba do mobilniho telefonu se v nabidce sluzeb
mobilniho telefonu objevi nova polozka Turbo, ktera
obsahuje (v zakladni nastaveni) tuto nabidku:

Aplikace SIM
Nastaveni
Tajemstvi
Sifrovane zpravy
SMaSky

Na displej

SMS Archiv
Reader

Polozka Aplikace SIM je nepovinna a objevi se pouze v
pripade, kdyz na SIM karté existuji SIM Toolkitové
aplikace. Oznaceni této polozky se muze liSit a zavisi na
dodavateli SIM karty (operatorovi).

Polozka Nastaveni slouzi k systémovému ovladani Turba,
napf. pro spravu aplikaci.

DalSi polozky jsou vlastni aplikace, v uvedeném pfipadée
napf. Tajemstvi, Sifrovane zpravy, SMaSky, a;.
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Uvod

Nastaveni

V polozce Nastaveni naleznete systémové ovladani Turba.

Aplikace
Jazyk
Turbo SMS
Pokrocile
Verze

Aplikace

Aplikace slouzi pro spravu aplikaci - nahrani a mazani z
vnitfni paméti Turba. Pro nahrani aplikace je nutna
pameétova karta.

Vybérem aplikacniho souboru na karté dojde k instalaci
aplikace do vnitfni paméti. Aplikaci neni nutné nijak
startovat, a to ani po zapnuti telefonu - je stale ve vnitrni
paméti a okamzité k dispozici.

Vymazanim aplikace dojde k jejimu odstranéni z vnitini
paméti Turba.

Upozornéni

Pro instalaci aplikace je nutna pamétova karta, na které je
aplikace nahrana. V originalnim baleni jsou na karté
nahrany soubory vsech aplikaci pro pfipadnou reinstalaci.

Jazyk

Ovladani je lokalizovano a je mozné si vybrat mezi
angli¢tinou a Cestinou. V pripadé volby Automaticky je
pouzit jazyk nastaveny na SIM karté.

37



Uvod

Turbo SMS

Pojem Turbo SMS oznacuje specialni datové zpravy, které
mohou aplikace vyuzivat pro vzajemnou komunikaci,
napriklad aplikace pro lokalizaci se dotazuje pomoci Turbo
SMS jiného Turba na lokaliza¢ni informace.

Pristup

Pro ochranu soukromi Ize u kazdé aplikace, ktera poskytuje
udaje pomoci Turbo SMS (napf. sdéluje polohu), omezit
pristup - nastavit kdo (ktera telefonni Cisla) ma k aplikaci
pristup.

Pristup
PID
Mazat n7F

PID

Volba PID slouzi k nastaveni parametru PID Turbo SMS.
Tento parametr urCuje typ zpravy, napr. textové zpravy maji
PID 00. Turbo SMS vyuzivaji PID 7F. Protoze néktefi
operatofi mohou omezit pouziti zprav s PID 7F, Ize toto
omezeni obejit nastavenim PID 00 a emulovat Turbo SMS
pomoci standardnich textovych zprav.

Pfednastaven je PID 7F.

Uzivatel vyuZzije zménu tohoto nastaveni pouze v pfipadé,
ze je v siti operatora, ktery PID 7F nepovoluje.

Mazat n7F
Volba Mazat n7F slouzi k nastaveni, zda se maji
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Uvod

automaticky mazat Turbo SMS emulované pomoci
standardnich textovych zprav.

Pokrocile

Pod polozkou pokrocilé se nachazeji volby pro méne Casta
nastaveni:

Zakazat nahravani
Tovarni nastaveni

Zakazat nahravani

Volba pro zakaz nahravani slouzi k zabezpeceni Turba pro
bezpelnostné velmi citlivé prostredi. Zamezenim nahrani
nezname (potencialné nebezpectné) aplikace, ktera by
mohla zkoumat obsah vnitfni paméti, neexistuje neinvazivni
zpusob, jak se dostat k datim ve vnitfnich pamétech Turba.
Zakazem nahravani se zablokuje také mazani aplikaci.

Pro odblokovani je nutné pouzit volbu Tovarni nastaveni,
Cimz dojde k smazani aplikaci.

Tovarni nastaveni

Tato volba vymaze vSechny aplikace a provede nastaveni
do zakladniho, tovarniho stavu.

Dulezité upozornéni
Pouzitim volby Tovarni nastaveni dojde k vymazani vSech
aplikaci, 1. i téch, které jsou originalné nahrany vyrobcem.
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Uvod

V pripadé, Ze aplikace vyuZivaji interni pamét EEPROM,
dojde i ke ztrate dat. Aplikace je treba znovu nainstalovat z
pamétové karty.

Verze
Zobrazeni verze firmware a sériového Cisla.
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Turbo PIN

Turbo PIN

Aby bylo mozné provozovat aplikace vyuzivajici nizsi
systémovou funkcionalitu mobilniho telefonu, jsou
nainstalované aplikace inicializovany témer okamzite po
zapnuti telefonu.

Pro odstranéni aplikaci a opétovné tovarni nastaveni je
mozné vyuzit tzv. Turbo PIN, ktery je pfilozen v originalnim
baleni.

Pouzitim tohoto osmimistného Cisla namisto osobniho PIN
pro odemknuti SIM karty dojde k tovarnimu nastaveni a
vymazani vSech aplikaci.

Dilezité upozornéni

Pouzitim Turbo PIN dojde k vymazani vSech aplikaci, tj. i
tech, které jsou originalné nahrany vyrobcem. V pripadé,
Ze aplikace vyuZzivaji interni pamét EEPROM, dojde i ke
ztraté dat. Aplikace je treba znovu nainstalovat z pamétove
karty.
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Aplikace

S Turbem dostavate nékolik nainstalovanych aplikaci:

Tajemstvi - ulozeni soukromych informaci v zasifrované
podobé.

Sifrované SMS - komunikace pomoci silné $ifrovanych
textovych zprav.

Maskované SMS - nahrada obsahu textovych zprav
uloZzenych na SIM karté jinym, uzivatelem definovanym
textem (maskou).

Na displej - poslani textové zpravy na displej mobilniho
telefonu.

SMS Archiv - ukladani a organizace textovych zprav na
pamétove karté.

Reader - slouzi ke ¢teni textt v adresari /docs na
pamétove karté.

Aplikace SIM
Nastaveni
Tajemstvi
Sifrovane SMS
SMaSky

Na displej
SMS Archiv
Reader

Aplikace SMS Archiv a Reader vyuZzivaji pamétovou kartu
a objevi se v nabidce, pouze kdyz je pamétova karta
vlozena.
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Tajemstvi

Tajemstvi

Aplikace Tajemstvi je urCena pro ulozeni citlivych
soukromych informaci (hesel, bankovnich uétu apod.) v
zabezpecené podobé. Informace jsou ulozeny v interni
paméti Turba zaSifrované silnou 128 bitovovou Sifrou
Twofish v CBC maddu.

Pristup k informacim je chranén az 17-ti znakovym
alfanumerickym heslem.

Odemknuti aplikace

Nejprve je tfeba zadat vstupni heslo (kli¢):

Klic:
adgjmptw

Prednastavené heslo je adgjmptw

Objevi se nabidka:

Klic
Nove tajemstvi

Vstupni heslo zménite pomoci polozky Kilic.
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Tajemstvi

Nové tajemstvi

Tajemstvi vytvorite pomoci polozky Nove tajemstvi ve
dvou krocich:
1.Zadejte oznaceni:

Oznaceni:
Moje vaha

2.0bsah tajemstvi:

Vlozte text:
70 kg

Vysledkem je nové tajemstvi Moje vaha:

Klic
Nove tajemstvi
Moje vaha

Bezpecnostni poznamka V paméti je zaSifrovan pouze
obsah tajemstvi (fj. 70 kg v naSem pfipadé), nikoliv
oznaceni tajemstuvi.

Kazdé tajemstvi je mozné Ukazat, Zmenit a Smazat.
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Sifrované SMS

Sifrované SMS

Sifrované SMS slouzi k ochran& SMS komunikace pfed
odposlechem.

V uvodnim menu Turbo -» Sifrovane SMS naleznete dvé
zakladni volby:

1.Poslat Sifrovanou SMS

2.0demknout aplikaci

Pokud jsou na SIM ulozeny néjaké Sifrované zpravy, objevi
se take jejich seznam. Zpravy jsou oznacCeny podle
odesilatele, resp. jeho telefonni Cisla, a jsou fazeny

v oso.

Priklad:

Poslat sifr.
Odemknout
+12345678
Honza

kde +12345678 a Honza jsou Sifrované zpravy.

Odemknuti/zamknuti aplikace

Soucasti aplikace je sprava tajnych kli¢l, které slouzi k
Sifrovani zprav. Tyto kliCe jsou vazany na telefonni Cislo a
usnadnuji pouziti Sifrovanych SMS.

Pokud je aplikace odemknuta, jsou tyto kliCe pouzity pro
Cteni a odesilani Sifrovanych zprav na dané Cislo.
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Sifrované SMS

Pokud je aplikace zamcena, je nutné pro kazdy pristup k
Sifrované zprave a pro jeji odeslani zadat kli€ ruéné. Stejné
tak pokud neexistuje kli¢ pro dané Cislo, je nutné zadat kliC
primo.

Prednastavené heslo je adgjmptw

Po odemknuti se zméni volba Odemknout na Zamknout a
objevi se nova volba Kilice.

Poslat sifr.
Zamknout
Klice
+12345678
Honza

Sprava klicu

Sifrované zpravy jsou zabezpeéeny tajnym klidem, ktery si
uzivatelé dohodnou a néjakym bezpeénym zplsobem
vymeéni. Zprava je pomoci tohoto klice zaSifrovana silnou
128 bitovou Sifrou Twofish v CBC modu (tj. dvé stejné
zpravy budou mit po zaSifrovani stejnym kli¢em rdznou
podobu).

Pro zjednodusSeni pouzivani Sifrovanych zprav aplikace
umoznuje ulozeni tajnych kli€l pro komunikaci. Tyto kli¢e
jsou interné zasifrovany hlavnim kli€em, ktery slouzi pro
odemknuti aplikace.

Hlavni klic
Novy klic
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Sifrované SMS

Volba Hlavni klic slouzi pro zménu odemykaciho kliCe
aplikace.

Volba Novy klic slouzi pro vlozeni nového tajného klice pro
komunikaci. Zadava se ve dvou krocich:

1.Telefonni Cislo

2.Tajny klic

Vysledkem je novy tajny kli¢ v nabidce, napf. Honza:

Hlavni klic
Novy Klic
Honza

Kazdy tajny kli¢ je mozné Ukazat, Zmenit a Smazat:

Ukazat
Zmenit
Smazat

Odeslani sifrované zpravy

Odeslani Sifrované zpravy je obdobné jako odeslani
standardni textové zpravy a je vyvolano volbou Turbo -»
Sifrovane SMS - Poslat sifr.

Zadani probiha ve dvou, resp. tfech krocich:

1.VloZeni textu zpravy.

2.Zadani Cisla prijemce.

3.Vlozeni klice pro zaSifrovani zpravy. Tento krok je
preskocCen, pokud je aplikace odemknuta a existuje tajny
kliC pro dané Cislo.
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Sifrované SMS

Zprava muze byt dlouha maximalné 136 znakda.

Odpovéd’ na Sifrovanou zpravu

Pro Sifrovanou odpovéd na Sifrovanou zpravu lze pouzit
vybeér zpravy v hlavni nabidce:

Poslat sifr.
Zamknout
Klice
+12345678
Honza

Nejprve vyberte zpravu, napf. Honza. Objevi se dvé
moznosti:

Ukazat
Odpovedet

Vybérem Odpovedet se dostanete k vlozeni textu
odpovedi. Pokud je aplikace zamCena nebo neexistuje tajny
klic pro dané Cislo, je uzivatel na kli€ dotazan.

Mazani zpravy. odpovéed’ nesifrovanym
zpusobem

Sifrovana zprava je uloZena na SIM stejné jako jina textova
zprava. Pro jeji smazani €i odpovéd nezasifrovanym
zpUsobem pouzijte standardni ovladani mobilniho telefonu.
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Maskované SMS

Maskované SMS

Aplikace Maskované SMS slouzi k ochrané pred
nezadoucim ¢tenim zprav na SIM karté. Smyslem aplikace
neni zakazat Cteni zprav (to |ze zakazat zamknutim celého
telefonu), ale zmateni a ukolébani nepfitele zobrazenim
zpravy s jinym textem - maskou.

Aplikaci naleznete v menu Turbo -» SMaSky:

Poslat mask..
Odemknout

Poslani maskované zpravy

Volba Poslat mask. slouzi k odeslani textové zpravy, u
které je zaruCeno, Ze bude ulozena na SIM kartu pfijemce
zpravy (nikoliv do paméti telefonu). Ulozenim na SIM je
zaru€eno, ze aplikace v Turbu pfijemce bude moci tuto
zpravu maskovat.

Odemknuti aplikace

Volbou Odemknout se uZivatel dostane ke spravé masek.
Zde je dulezité upozornit na specificky rys aplikace, kterym
je snaha neumoznit nepfiteli ani moznost rozeznat, ze
aplikace je aktivni a nékteré zpravy mohou byt maskovane.
Aplikace neupozoriiuje na Spatné heslo (a tedy na existenci
masek), ale vzdy se objevi nasledujici nabidka:
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Maskované SMS

Poslat mask..
Zamknout
Masky

Nove cislo

Zadani noveho cisla

Po zadani hesla je mozné volbou Nove cislo vlozit Cisla,
ktera se maji maskovat. Toto Cislo je pfidano do nabidky
aplikace, napf. Honza:

Poslat mask..
Zamknout
Masky

Nove cislo
Honza

Sprava masek

Volbou Masky se vkladaji maskovaci texty, kterymi jsou
nahrazeny vlastni zpravy. Téchto textd je mozné mit vice
(omezeno volnou paméti) a jsou nahodné pouzity pro
maskovani zprav pro dana Cisla.

Pokud neni uzivatelem vloZen zadny maskovaci text, je
pouzit zakladni Maskovana zprava (coz nepfitele
neoklame, a proto doporuCujeme si vytvorit néjaké masky
vlastni).

Zprava s danym Cislem je maskovana, pokud je Cislo

uvedeno v seznamu Cisel pro néjaké zamcené heslo. Tj.
pokud je Cislo uvedeno pod vice hesly, je vZzdy maskovano.

50



Na displej

Aplikace Na displej umoznuje odeslani textové zpravy na
displej mobilniho telefonu pfijemce, obdobné jsou nékdy
posilany napfiklad zpravy o dobiti kreditu.

K odeslani textové zpravy na displej pouzijte volbu Turbo -
Na displej.

Odeslani zpravy probiha ve dvou krocich:
1.Zadani textu
2.Zadani/vybér Cisla pfijemce

Poté nasleduje vlastni odeslani zpravy.
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SMS Archiv

SMS Archiv

Aplikace SMS Archiv slouzi k zalohovani a organizaci
vétSiho mnozstvi prichozich textovych zprav na vyménnych
pameétovych kartach. Na jednu 2MB kartu Ize ulozit cca
7000 textovych zprav.

Pro ukladani textovych zprav je mozné mit libovolné
slozitou strukturu slozek (folderu, adresaru), pro ktera lze
definovat pravidla pro automatické ukladani prichozich
zprav.

Zapnuti archivace

Volbou Turbo -» SMS Archiv -» Zapnout dojde k aktivaci
archivace a pfichozi textoveé zpravy ukladané na SIM kartu
se budou ukladat také na pamétovou kartu.

Zapnout
Nova slozka
Inbox

Nabidka Zapnout se zméni na Vypnout a archivaci Ize
kdykoliv deaktivovat.

Poznamka Aplikace archivuje pouze textové zpravy
ukladané na SIM kartu.
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SMS Archiv

Inbox

Do slozky Inbox se ukladaji zpravy, pro které neexistuje
zadné pravidlo. Tuto slozku nelze smazat, smazat Ize
pouze zpravy Vv ni ulozeneé.

Smazat zpravy
* Honza

* +12345678

> Honza

Zpravy jsou fazeny podle sestupné podle Casu, nejnovéjsi
jsou nahore. Oznaceni zpravy je podle odesilatele.
HvézdiCka pred zpravou oznacCuje neprecCtenou zpravu,
symbol > oznacuje pfichozi pfeCtenou zpravu.

Volbou Smazat zpravy Ize smazat vSechny zpravy v této
slozce.

Poznamka

ProtoZze mazani vétsiho poctu zprav mize trvat delSi dobu,
je pocet najednou smazanych zprav omezen na 85.

Slozk

Mit vétSi poCet zprav na jednom misté muze byt
nepfehledné a nepraktické. Z tohoto ddvodu je mozné
organizovat zpravy do sloZzek (obdoba adresaru Ci folderu
na osobnim pocitaci).

Slozek je mozné mit libovolné mnozstvi, slozka mize mit
dalSi podslozky.
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SMS Archiv

Vytvoreni nové slozky

Volbou Turbo -» SMS Archiv -» Nova slozka vytvorite
novou slozku v hlavni nabidce aplikace. Pfi vytvareni jste
dotazani na jeji nazev, napfiklad Nejmilejsi:

Zapnout
Nova slozka
Inbox
Nejmilejsi

Ve sloZce Nejmilejsi naleznete tuto nabidku:

Nova slozka
Smazat slozku
Pravidla
Smazat zpravy

Oproti nabidce ve slozce Inbox je zde navic moznost:

. vytvoreni nové slozky (podslozky Nejmilejsi - napf. Anna,
Lucka, MiluSka, Zuzana, ...),

. smazani slozky (slozka musi byt prazdna),
. vytvoreni pravidel.

Prichozi zpravy se fadi sestupné podle Casu, oproti Inboxu
je nazev zpravy zacCatek vlastniho textu zpravy.

Pravidla

Pro automatické ukladani zprav do slozky aplikace nabizi
pravidla. Pro nastavené odesilatele ({j. jejich Cisla), se
prichozi zprava neulozi do slozky Inbox, ale pfimo do dané
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SMS Archiv

slozky.

Napfiklad pro nastaveni pravidla pro odesilatele Lenka ve
slozce Nejmilejsi, pozijte volbu Pravidla ve slozce
Nejmilejsi. Volbou Nove pravidlo a zadanim Cisla Lenky
vznikne polozka Lenka:

Nova pravidlo
Lenka

Pravidlo Lenka Ize smazat vybérem Lenka -» Smazat
pravidlo.

Zpravy
Zpravu ulozenou v archivu lze ukazat, smazat a pfesunout
do jiné slozky. Dale je mozné na ni odpovédét a preposlat ji.

Ukazat
Odpovedet
Preposlat
Presunout
Smazat zpravu

Poznamka Aplikace SMS Archiv je provazana s
aplikacemi Sifrované a Maskované zprdvy. To se projevi
dotazem na kli¢ zpravy pfi praci se Sifrovanou zpravou
uloZenou v archivu, resp. je pouZzit klic ulozeny v aplikaci
Sifrované SMS.

Obdobné pri aktivaci masky bude vlastni text zpravy
nahrazen maskovacim textem.
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SMS Archiv

Pfesun zpravy

Volbou Presunout je zprava vybrana pro presun a ve
slozkach se nabizi nova polozka Vlozit, Vybérem
pozadované slozky a volbou této polozky dojde k pfesunu
zpravy mezi slozkami.

Nova slozka
Smazat slozku
Pravidla
Smazat zpravy
Vlozit
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Ujisténi

Ujisténi

o vydani prohlaseni o shodé podle zakona €. 22/1997 Sb. o technickych pozadavcich na vyrobky.

Vyrobce :
BLADOX, s.r.o., Pristavni 46, 170 00 Praha 7
zapsana v OR vedeném Méstskym soudem v Praze, oddil C, vilozka 93473
ICO: 27061884, DIC: 007- 27061884

Vyrobek :

TURBO SIM TOOLKIT ADAPTER
rok vyroby 2004

prislusenstvi k mobilnimu telefonu GSM

ujist'uje,

ze v souladu s ustanovenimi zakona €. 22/1997 Sb. o technickych pozadavcich na
vyrobky ve znéni zmén zakona €. 71/2000 Sb. a zakona ¢&. 205/2002 Sb. v platném znéni

vydal
prohlaseni o shodé na vyrobek popisovany v této dokumentaci .

V pripadé potieby potvrzené kopie originalu prohlaseni o shodé kontaktujte vyrobce.
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Turbo SIM Tookit Adapter

N3310 Version

2MB Memory Card included
Languages supported: English, Czech

The packages includes applications:
SMS Archive
Encrypted SMS
Masked SMS
On Display
Secrets
Reader

Turbo SIM Toolkit Adapter

N3310 Verze

Soucasti je 2MB pamét’'ova karta
Podporované jazyky: Angliétina, Cestina

Obsahuje aplikace:
SMS Archiv
Sifrované SMS
Maskované SMS
Na displej
Tajemstvi
Reader

Manufactured by BLADOX, s.r.o. CZECH REPUBLIC
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